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Network Fundamental  

Lab 01 Observe How a Switch Operates (ARP)  

Lab 02 Cisco Command-Line Interface (CLI) Introduction   

Lab 03 Perform Basic Router Configuration  

Lab 04 Perform Basic Switch Configuration  

Lab 05 Configure Basic IPv4 Connectivity  

Lab 06 Configure Basic IPv6 Connectivity  

Lab 07 Reset/Recover Router Password   

Lab 08 Upgrading IOS for Routers & Switches  

Network Access  

Lab 09 Configure and Verify Layer 2 Discovery Protocols (CDP)  

Lab 10 Configure and Verify LLDP Configuration   

Lab 11 Configure VLAN (Access, Data, Voice, Default and Trunk)  

Lab 12 Configuring InterVLAN Routing on Cisco L3 Switch  

Lab 13 Configuring Router on a Stick using Cisco Router  

Lab 14 Configure a Dynamic (VLAN) Interface  

Lab 15 Examining Spanning Tree (STP) Process on Switches  

Lab 16 Configuring Rapid-PVST and PortFast  

Lab 17 Configure and Verify EtherChannel (LACP mode and Load Balancing)  

Lab 18 Install and Configure Cisco Wireless LAN Controller (WLC)   

IP Connectivity  

Lab 19 Explore Packet Forwarding  

Lab 20 Implement IPv4 Static Routing  

Lab 21 Implement IPv4 Static Default Routing  

Lab 22 Implement IPv4 Floating Static Routing   

Lab 23 Configure and Verify Single-Area OSPF  

Lab 24 Implement IPv6 Static Routing  

Lab 25 Implement First Hop Redundancy Protocol (HSRP)  

IP Services  

Lab 26 Configure and verify DHCP, DHCP client and DHCP relay  

Lab 27 Configure Static NAT  

Lab 28 Configure Dynamic NAT   

Lab 29 Configure Port Address Translation (PAT)  

Lab 30 Configure and Verify NTP Server and Client   



Lab 31 Configure network devices for remote access using SSH  

Lab 32 Cisco IOS Syslog Configuration  

Security Fundamental 

Lab 33 Implement Device Hardening (Console, Enable, VTY Password)    

Lab 34 Secure Device Administrative Access  

Lab 35 Configure and Verify Switch Port Security  

Lab 36 Configure and Verify Standard ACL  

Lab 37 Configure and Verify Extended ACL  

Lab 38 Configure and Verify Named IPv4 ACL  

Lab 39 Implementing Wireless Security (WEP, WPA, WPA2, WPA3)    

Lab 40 Configure WLAN using WPA2 PSK using the GUI  

Lab 41 Configure Remote Access VPN & Site to Site VPN  

Lab 42 Implementing DHCP Snooping  

Lab 43 Implementing AAA (RADIUS) Authentication   

Project  

Lab 44 Design Multi POPs ISP Network   

 

 

 


